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The  rst mechanism requires unique keys between every pair of nodes in the network Thus, this requires n(n 2 1)/2 keys to be established in the network where n is the number of nodes These keys may be installed by the key distribution center before deployment Even though  using pairwise keys is a fairly simple approach, it has oth scalability and administrative challenges, as explained in  3 The second approach (use of TESLA) requires loose time synchronization, which could be challenging in a MANET environment This approach also requires shared keys between all pairs of source   destination nodes These keys could also be loaded on the nodes during initialization In addition, one authentic key from the TESLA hash chain of every node also needs to be distributed to every other node in the network The third approach (ie using digital signatures) on the other hand requires that each node has a set of asymmetric keys The use of signatures has increased computational, overhead, and administrative requirements For example, a 512 bit RSA signature generation has been found to take about 24   58 seconds, while signature veri cation has been found to take about 01   06 s Hence this approach requires the use of nodes with signi cant computational capabilities The authors in their discussion consider the presence of active attackers in the network These attackers can inject packets as well as eavesdrop on communications There is no requirement for tamperproof modules in this scheme We next describe Ariadne assuming the use of the TESLA approach Use of either of the other approaches will require some minor but straightforward modi cations Ariadne assumes that the source (node S) and destination (node D) of each communication share a MAC key for each direction denoted as KSD and KDS Ariadne also assumes that every node has a one-way hash chain, which is required when using TESLA (see  2) Further, all nodes need to know an authentic key of the TESLA one-way key chain of every other node The authors of Ariadne assume that the sender of a route request message trusts the destination with which it communicates for authenticating nodes on the path between them The approach in Ariadne is for the destination to authenticate route requests before sending the route reply Each node on the way to the destination authenticates the new information that it adds to the route request It does this by making use of one-way hash functions, as we explain later This mechanism ensures that no intermediate node can remove any other node in the route request without being detected The destination performs two checks and sends a route reply if both these tests are successful.
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